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CROSS-REFERENCE TO RELATED APPLICATIONS 
[OOOl] Related subject matter is disclosed in a U.S. patent application of Robin U. 
Roberts and Charles R. Barker, Jr. entitled "A System and Method for Performing 
Soft Handoff in a Wireless Data Network", Attorney Docket No. 41744, filed on even 
date herewith, the entire contents of which is incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

Field of the Invention : 

[0002] The present invention relates to a system and method for providing an 
addressing and proxy scheme for facilitating mobility of wireless nodes between 
wired access points on a core network of a communications network. More 
particularly, the present invention relates to a system and method for updating the 
address resolution caches of access nodes of a packet-switched network in response to 
a change in access node affiliation of a mobile node with minimal overhead and 
packet loss. 
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Description of the Related Art : 

[0003] Wireless communications networks, such as mobile wireless telephone 
networks, have become increasingly prevalent over the past decade. These wireless 
communications networks are commonly referred to as "cellular networks", because 
the network infrastructure is arranged to divide the service area into a plurality of 
regions called "cells". 

[0004] Specifically, a terrestrial cellular network includes a plurality of 
interconnected base stations that are distributed geographically at designated 
locations throughout the service area. Each base station includes one or more 
transceivers that are capable of transmitting and receiving electromagnetic signals, 
such as radio frequency (RF) communications signals, to and from user terminals, 
such as wireless telephones, located in its coverage area. The communications signals 
include, for example, voice data that has been modulated according to a desired 
modulation technique and transmitted as data packets. As can be appreciated by one 
skilled in the art, the transceiver and user terminals transmit and receive the data 
packets in multiplexed format, such as time-division multiple access (TDMA) format, 
code-division multiple access (CDMA) format, or frequency-division multiple access 
(FDMA) format, which enables a single transceiver at the base station to 
communicate simultaneously with several user terminals in its coverage area. 
[0005] Because each base station can only handle a limited amount of 
communications signal traffic from the user terminals at any given time, the coverage 
area of a base station can vary depending on the amount of traffic that the base station 
is expected to experience. For example, the coverage area of a base station can be set 
to several miles in diameter in sparsely populated regions, such as rural regions 
having light wireless traffic, and can be set to less than a mile in diameter in densely 
populated regions, such as major metropolitan areas having heavy wireless traffic. 
The wireless communications network therefore must employ many base stations in 
heavily populated metropolitan areas in order for the network to adequately service 
the user terminals in those regions. 



[0006] Each base station is also connected to one or more gateways that enable 
communication between the base station and other networks, such as the Internet and 
the public switched telephone network (PSTN). Accordingly, the base stations in the 
network enable the user terminals to communicate with each other, as well as with 
other destinations, such as telephony devices, in the PSTN. 

[0007] Since wireless user terminals are typically mobile, it is common for a user 
terminal to travel between different base station coverage areas during use. When this 
occurs, the base station whose coverage area the user terminal is leaving must transfer 
or "handoff ' the user terminal to the base station whose coverage area the user 
terminal is entering, so that the latter base station can become the base station via 
which the user terminal and network continue to communicate. In densely populated 
areas having many base stations with small coverage areas, this handoff process may 
need to occur several times during a short period of time as the user terminal travels 
between the different coverage areas. 

[0008] Many techniques have been developed using the circuit-switched cellular 
infrastructure to minimize data packet loss during handoff while also minimizing 
overhead necessary to successfully perform the handoff. For example, a technique 
known as "hard handoff refers to a break-before-make technique where the original 
connection is dropped before the new connection is established. On the other hand, 
"soft handoff is a make-before-break technique that maintains multiple simultaneous 
connections to the user terminal during handoff, and only drops the original 
connection after the new connection is established. Examples of soft handoff 
techniques are described in a publication by Wong et al. entitled "Soft Handoffs in 
CDMA Mobile Systems", IEEE Personal Communications, December 1997, pp. 6-17, 
in a publication by Wong et al. entitled "A Pattern Recognition System for Handoff 
Algorithms", IEEE Journal on Selected Areas in Communications, Vol. 18, No. 7, 
July 2000, pp. 1301-1312, and in TIA document TIA/EIA-95-B entitled "Mobile 
Station-Base Station Compatibility Standard for Wideband Spread Spectrum Cellular 
Systems", February 1, 1999, the entire contents of each of these documents being 
incorporated herein by reference. 



[0009] With the arrival of the Internet in recent years, some wireless 
communications networks have moved away from the use of conventional cellular 
networks and their associated circuit switched routing techniques to improve voice 
communications services. Each mobile user terminal, telephony device, and any other 
device capable of communicating with the communications network, has a unique 
Internet Protocol (IP) address that uniquely identifies it from all other devices. A 
communications network employing IP sends data between destination points in 
digital form in discrete packets, rather than in the traditional circuit-committed 
protocols of the PSTN. Each of the data packets includes the sender's IP address as 
well as the intended receiver's IP address. 

[0010] When a wireless user terminal, for example, transmits voice data to a base 
station of the communications network acting as the access point for the user terminal, 
a router associated with the base station reads the receiver IP address in the data 
packet. Each router includes a table of routing information, such as IP addresses of 
the devices local to the router, available routes, and so on. If the router recognizes 
from the receiver IP address that the data packet is intended for a telephony device in 
its immediate neighborhood or domain, the router forwards the data packet to that 
telephony device. However, if the router does not recognize the IP address as 
belonging to such a telephony device, the router forwards the data packet to an 
appropriate adjacent gateway in, for example, the Internet. The router of that gateway 
then reads the receiver IP address in the data packet, and either delivers the data 
packet to the appropriate telephony device in its domain, or forwards the data packet 
to another gateway. Once a router in a gateway recognizes the receiver IP address as 
belonging to a telephony device in its domain, the router in that gateway delivers the 
data packet to that telephony device. 

[0011] It can be also noted that the use of IP to route data packets in a 
communications network enables the network to handle data other than voice data. 
For example, such IP techniques can be used to expand the versatility of the network 
to communicate audio, video or multimedia data between user terminals. 



[0012] As in traditional cellular communications networks, wireless user 
terminals in a wireless communications network employing IP can be mobile, and can 
thus periodically change their access point to the network. Also, wireless user 
terminals can move outside their "home" network and become temporarily affiliated 
with a foreign network, and thus communicate via an access point on that foreign 
network. 

[0013] Existing mobile data communications networks using IP techniques are 
based around conventional circuit-switched cellular infrastructures as discussed 
above, and therefore mask packet routing issues internal to their own networks. That 
is, when a user terminal moves its affiliation from one access point or base station to 
another within the network, the network can perform handoff techniques similar to 
those performed by a conventional wireless cellular network. 

[0014] However, when a user terminal moves away from its home network and 
becomes affiliated with an access point on a foreign network, such topology changes 
must be communicated between routers in the home and foreign networks, so that the 
routers can update their respective routing tables as necessary, which results in 
substantial bandwidth-consuming overhead. Accordingly, it is generally agreed that 
this solution is too slow to handle user terminals that may be constantly mobile 
between networks, because routing changes must be propagated across the entirety of 
the connected network. 

[0015] Another technique to handle the mobility of user terminals between 
networks without performing router updates is referred to as Mobile IP. A detailed 
description of Mobile IP is set forth in IETF document RFC 2002 entitled "IP 
Mobility Support", October 1996, the entire content of which is incorporated herein 
by reference. In accordance with the Mobile IP technique, a fixed access point on the 
mobile user terminal's home network, which can be referred to as a fixed network 
node, functions as a proxy agent (MIP home agent) for the mobile user terminal 
(mobile node) when the mobile node moves out of the home network and becomes 
affiliated with an access point (foreign node) on a foreign network. As understood in 
the Mobile IP art, the home network is the network at which the mobile node seems 



-6- 



reachable to the rest of the Internet or to other networks by virtue of the mobile node's 
assigned IP address (home address), and a foreign network is the network to which 
the mobile node is attached when it is not attached to its home network. 
[0016] Accordingly, when data packets are transmitted from another device to the 
mobile node, the Mobile IP home agent receives those data packets on the core home 
network behalf of the mobile node, and encapsulates those data packets. That is, the 
Mobile IP home agent incorporates each received IP data packet, less any preceding 
fields such as a media access control (MAC) header, inside another IP data packet, 
thereby making the fields within the original IP header of the IP data packet 
temporarily lose their effect. The Mobile IP home agent then tunnels those 
encapsulated data packet to an agent (Mobile IP foreign agent) on the foreign network 
to which the mobile node is currently attached. The Mobile IP foreign agent 
decomposes the capsule and sends the packet to the mobile node, which is currently 
local to the foreign agent. 

[0017] Although the Mobile IP technique is reasonably capable of handling the 
mobility of user terminals between networks, the Mobile IP technique does increase 
overhead in the networks, since each data packet must be routed to the home network, 
encapsulated, and then rerouted to the foreign network. Also, the problems solved by 
Mobile IP can be viewed as those associated with a macro case of mobility in which 
nodes (user terminals) are mobile between core networks. Mobile IP is unsuitable for 
handling a micro case of mobility in which user terminals are mobile between wired 
access points in a single core network. 

[0018] One solution for managing mobility within a circuit-switched cellular 
network has been proposed and is referred to as Cellular IP. A description of Cellular 
IP is set forth in a publication by Andras G. Valko entitled "Cellular IP: A New 
Approach to Internet Host Mobility", ACM Computer Communication Review, 
January 1999, the entire content of which is incorporated herein by reference. 
Although this solution is somewhat suitable for handling mobility in circuit-switched 
cellular networks, the technique is specific to the circuit-switched infrastructure of the 
network. 



[0019] As can further be appreciated by one skilled in the art, while Mobile IP is 
suitable for handling cases of user terminal mobility between networks, Mobile IP is 
deficient in handling problems with packet routing that may occur within a packet- 
switched core network when a mobile node moves and is handed off from one base 
station to another. A communications network employing a packet-switched core 
network is described, for example, in U.S. patent application Serial No. 09/897,790 
entitled "Ad Hoc Peer-to-Peer Mobile Radio Access System Interfaced to the PSTN 
and Cellular Networks", filed on June 29, 2001, the entire content of which is 
incorporated herein by reference. An example of a wireless local area network (LAN) 
having mobility is set forth in IEEE Standard 802.11, August 20, 1999, the entire 
content of which is incorporated herein by reference. Specifically, Mobile IP is 
incapable of effectively operating under the additional constraints imposed by a 
packet-switched core network having wired access point nodes that are typically 
connected using bandwidth-constrained leased lines and which cannot tolerate the 
additional overhead of twice-routed Mobile IP packets. Furthermore, the low-cost 
access point nodes also typically cannot tolerate the processor-intensive 
decomposition of encapsulated packets that is performed during Mobile IP. 
[0020] Accordingly, a need exists for a system and method capable of effectively 
and efficiently handling mobility of wireless user terminals between access point 
nodes of a packet-switched network with minimal overhead and packet loss. 

SUMMARY OF THE INVENTION 
[0021] An object of the present invention is to provide a system and method 
capable of effectively and efficiently handling mobility of wireless user terminals 
between access point nodes of a packet-switched network with minimal overhead and 
packet loss. 

[0022] Another object of the present invention is to provide a system and method 
for updating the address resolution caches of network nodes of a packet-switched 



network in response to a change in affiliation of a mobile node with an access node 
using existing network protocols. 

[0023] These and other objects are substantially achieved by providing a 
communications network, adapted for use with mobile wireless user terminals, 
comprising a packet-switched core network and a plurality of access points coupled to 
the core network, and a method for using the same. Each access point is adapted to 
provide any user terminal with wireless communications access to the core network 
when that user terminal becomes affiliated with that access point. Each access point, 
as well as other nodes on the network such as a media server, DNS server and an IP 
gateway router, includes an address resolution cache which is adapted to store 
information representative of affiliation between the user terminals and the access 
points of the network. Each access point is adapted to deliver to the other access 
points a message indicating that a user terminal has changed its affiliation from 
another access point to that access point, to enable the other access points to update 
their respective address resolution caches based on the message. Preferably, an access 
point is adapted to issue the message over the core network as an address resolution 
request, such as an address resolution protocol (ARP) request, for an address, in 
particular, an IP protocol address, of the user terminal which has changed its 
affiliation to that access point. 



BRIEF DESCRIPTION OF THE DRAWINGS 
[0024] These and other objects, advantages and novel features of the invention 
will be more readily appreciated from the following detailed description when read in 
conjunction with the accompanying drawings, in which: 

[0025] Fig. 1 is a block diagram of an example of a wireless communications 
network employing a system and method for handling user terminal mobility within 
the network according to an embodiment of the present invention; 
[0026] Fig. 2 is a flowchart illustrating an example of operations performed by the 
network shown in Fig. 1 when a mobile user terminal affiliates with an access point; 



[0027] Fig. 3 is a block diagram of the network shown in Fig. 1 in which a mobile 
user terminal changes its affiliation from one access point to another; and 
[0028] Fig. 4 is a flowchart illustrating an example of operations performed by the 
network shown in Fig. 1 when the mobile user terminal changes its access point 
affiliation as shown in Fig. 3. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 
[0029] Fig. 1 is a block diagram illustrating an example of a wireless 
communications network 100 employing a system and method for handling user 
terminal mobility within the network according to an embodiment of the present 
invention. As shown, network 100, which can be referred to as a "core network", 
includes a core local access network (LAN) 102 which provides the wired 
infrastructure for the network 100. A plurality of intelligent access points (LAP) 104, 
106 and 108 are coupled to and communicate with the core LAN 102. As illustrated 
in this example, IAP 104 is directly coupled to the core LAN 102, while IAP 106 is 
coupled to core LAN 102 via backhaul interfaces 110 and 112 and a Tl connection, 
and IAP 108 is coupled to core LAN 102 via backhaul interfaces 114 and 116 and a 
Tl connection. However, any suitable backhaul technology, such as T3, fiber and 
microwave, can be used. Hence, the IAPs 104, 106 and 108 need not be fixed, but 
rather, can be configured to move and can communicate with the core LAN 102 via a 
wireless backhaul, such as a microwave backhaul. 

[0030] Each IAP 104, 106 and 108 is an infrastructure device containing at least 
one transceiver and at least one embedded processor. In this example, each IAP 104, 
106 and 108 further includes a 10/100 Base-T Ethernet connection. However, the 
IAPs 104, 106 and 108 can include any type of high-speed connection suitable for 
coupling to the core LAN 102. An IAP 104, 106 and 108 is configured to remain in a 
fixed location, such as on a building rooftop or in a building ceiling, and is provided 
with a permanent source of power, such as alternating current or any other suitable 
power source. 
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[0031] As described in more detail below, an LAP 104, 106 and 108 operates to 
provide access for subscriber devices, such as mobile user terminals 118, to wired 
services provided by the network 100. Each LAP 104, 106 and 108 also provides a 
respective fixed and known position and location reference, relay and wireless routing 
for user terminals 118 within its area of coverage, and the principle network 
management interface with transceivers in wireless routers and subscriber devices, 
such as user terminals 118. Each wired LAP 104, 106 and 108 can be referred to 
generally as a "fixed node" on the network 100, while the mobile user terminal 118 
can be referred to as a "mobile node". The wired LAP 104, 106 and 108 can also 
function as access points to the network 100 for user terminals 118 forming an ad-hoc 
network as described, for example, in U.S. patent application Serial No. 09/897,790 
reference above, as in U.S. Patent No. 5,943,322 to Mayor, the entire contents of each 
being incorporated by reference herein. 

[0032] The network 100 further may include a media server 120 for delivering 
types of media such as video and multimedia data to the core LAN 102, and a domain 
name server (DNS) 122 for translating Internet domain names into Internet Protocol 
(LP) addresses in a manner as known in the art. The network 100 may also include a 
PSTN gateway 124 which provides data access between the network 100 and the 
PSTN 126, and an LP gateway router 128 which provides data access between the 
network 100 and the Internet 130. 

[0033] Further details of the network 100 and its operation will now be described. 
For purposes of this discussion, the terms "LAP" and "node" or "fixed node" will be 
used interchangeably, as well as the terms "user terminal" and "mobile node". The 
wired IAPs 104, 106 and 108 on the core LAN 102 are all fully connected to a single 
virtual segment. As can be appreciated by one skilled in the art, all IAPs 104, 106 and 
108 (fixed nodes) on the virtual segment are directly accessible from any other node 
at the logical link layer. LP routing is not used to reach any other node on the virtual 
segment. The LP subnet for this virtual segment is large enough to encompass all of 
the IAPs 104, 106 and 108, and all mobile nodes 118 in a single broadcast domain. 
The virtual segment may include media access control layer (MAC-layer) bridges and 



switches (not shown) between the IAPs 104, 106 and 108, as needed, to filter unicast 
frames from using bandwidth on non-required links. 

[0034] The wired IAPs 104, 106 and 108 will, by definition, have two network 
interfaces, one of which is connected to the network via a wire-line link, and the other 
being a wireless transceiver. Both of these interfaces will have IP addresses from the 
core network's IP subnet. An IAP 104, 106 and 108 must then retain an IP routing 
table indicating that the EP of the wireless transceiver interface is reachable on that 
interface, while all other IP addresses on that subnet are reachable directly on the 
wired interface. IP's outside the core network's subnet are reachable via the core 
network's directly accessible IP gateway router 128. 

[0035] The process by which a mobile node affiliates with an IAP will now be 
described with reference to Figs. 1 and 2. As a mobile node (user terminal) 118 
affiliates to a wired IAP 104, 106 or 108, the wired IAPs 104, 106 and 108, will add 
that mobile node's IP address to their own respective routing tables, indicating that 
this mobile node is directly accessible via the wireless transceiver. This overrides the 
default subnet-wide entry only for this particular mobile node. It is noted that the 
mobile node 118 can affiliate with IAP 104 via a direct communication link, or via 
other mobile nodes in the ad-hoc network already affiliated with IAP 104. As shown 
in Fig. 1 and in step 1000 in Fig. 2, mobile node 118 initially affiliates to IAP 104. 
Accordingly, in step 1010, LAP 104 adds the LP address of mobile node 1 18 to its own 
routing table, indicating that this mobile node 118 is directly accessible via the 
wireless transceiver of LAP 104. Upon doing so, wired IAP 104 must begin acting as 
the mobile node's proxy on the core network 100 in step 1020. This implies that IAP 
104 will answer to address resolution requests, such as address resolution protocol 
(ARP) requests, on the core network 100 for the mobile node's LP address as if it were 
the mobile node 118. Other nodes on the core network 100, such as IAPs 106 and 
108, as well as media server 120, DNS server 122 and LP gateway router 124, will 
then associate the IP address of the mobile node 1 18 to the MAC address of the wired 
interface of the wired IAP 104 via their respective ARP caching mechanisms in step 
1030. 
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[0036] Furthermore, as indicated in step 1040, when a packet destined for the 
mobile node 118 is received by the IAP 104, the IAP 104 must consult its IP routing 
table and forward the packet on the proper interface, which is the wireless transceiver 
of the IAP 104, as indicated in step 1050. This allows the wired IAP 104 to be a 
"point of presence" on the core network 100 to represent the mobile node 118 as a 
proxy. 

[0037] It is also necessary for the network 100 to handle the movement of nodes 
between wired IAPs as will now be described. As shown in Fig. 3 and indicated in 
step 1 100 in Fig. 4, if a mobile node 118 should affiliate to a new IAP, for example, 
IAP 106, after having received traffic at an original IAP 104, other nodes on the 
network (e.g., IAP 108, media server 120, DNS server 122 and IP gateway router 
124) would be unaware of the change unless certain measures are taken. Hence, their 
address resolution protocol (ARP) caches would associate the IP of the mobile node 
1 18 to the MAC address of the original IAP 104, so packets from an uninformed node 
(e.g., IAP 108, media server 120, DNS server 122 or IP gateway router 124) would 
never reach the new LAP 106. 

[0038] To circumvent this problem, a procedure known as "gratuitous ARP" can 
be performed in accordance with an embodiment of the present invention. That is, as 
indicated in step 1110, the IAP with which the mobile node 118 has newly become 
associated (i.e., IAP 106) issues an ARP request on network 100 for the mobile 
node's own LP address. This forces an update to the ARP caches of other nodes (e.g., 
IAPs 104 and 108, media server 120, DNS server 122 and LP gateway router 124) on 
the network 100 to the nodes new point of presence, as indicated in step 1120. 
Further descriptions of ARP caches and gratuitous ARPs are set forth on page 62 of 
IETF document RFC 2002 referenced above, as well as on page 20 of IETF document 
RFC 1009 entitled "Requirements for Internet Gateways", June 1987, and in IETF 
document RFC 826 entitled "An Ethernet Address Resolution Protocol", November 
1982, the entire contents of each of these documents are incorporated herein by 
reference. Also, other types of ARP-like mechanisms can be used to update the 
address resolution caches of the other nodes (IAPs 104 and 108, media server 120, 
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DNS server 122 and IP gateway router 124), such as those mechanisms described in 
IETF document RFC 2461 entitled "Neighbor Discovery for IP Version 6 (Ipv6)'\ 
December 1998 and in IETF document RFC 2332 entitled "NBMA Next Hop 
Resolution Protocol", April 1998, the entire contents of these documents being 
incorporated herein by reference. 

[0039] Hence, other nodes (IAPS 104 and 108, media server 120, DNS server 122 
and IP gateway router 124)) will now associate the IP address of the mobile node 1 18 
to the MAC address of the new LAP 106. As further indicated in step 1 130, the new 
IAP 106 negotiates with the IAP 104 with which the mobile node 118 was previously 
affiliated to remove the explicit route for the mobile node 118 from this original IAP's 
IP routing table. For example, the gratuitous ARP may serve as the negotiation, or 
separate messaging may be used. An example of this technique is described in U.S. 
patent application of Robin U. Roberts et al. entitled "A System and Method for 
Performing Soft Handoff in a Wireless Data Network", referenced above. 
Accordingly, as indicated in step 1140, packets on the core network 100 for the 
mobile node 118 will now be sent by default to the wired interface of IAP 106. 
[0040] This solution provides for virtual presence of mobile nodes 118 on a core 
network 100 and the full mobility of those nodes between access points on that 
network. When combined with Mobile IP techniques as discussed in the Background 
section above, nodes 118 may transit any IAPs, regardless of whether they are on the 
home network or a foreign network, only using Mobile IP techniques when 
transitioning between a home network and a foreign networks. 

[0041] Although only a few exemplary embodiments of the present invention 
have been described in detail above, those skilled in the art will readily appreciate that 
many modifications are possible in the exemplary embodiments without materially 
departing from the novel teachings and advantages of this invention. Accordingly, all 
such modifications are intended to be included within the scope of this invention as 
defined in the following claims. 



